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BIG DATA FOR HEALTH SURVEILLANCE

� Non-personal Data

� Personal Data ?? 

� Public Private Partnerships  
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DE-IDENTIFICATION
� vs. (Q: ?)

� Big data challenges.. 

� USA: HIPAA (Health Insurance Portability and Accountability Act ) 

- removal of 18 identifiers: deemed to be not personal data

� EU GDPR: Pseudonymised ( ) data: still personal data

- NOT a valid legal basis for processing data

� The limitation of de-identification

EU GDPR: Pseudonymization and anonymization

They are just safeguards ( ) and conditions for processing, 
not a legal base ( )

Pseudonymization
personal data can no longer be attributed to a specific data subject

without the use of additional information (e.g. a key or encryption code)

Anonymization
the data subject no longer identifiable
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EU GDPR DATA PROTECTION PRINCIPLES
� Data Minimisation ( )

� Purpose Limitation ( )
- Secondary use of data ( )
- Compatibility test ( )

� Transparency ( )
- Data controller & data processor ( )
- Notification ( )
- Explanation ( )

� Accountability ( )
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NON- TRANSPARENT HEALTH CODE IN CHINA



What’s new in the EU GDPR?

Right to be 
forgotten Right to 

data 
portability

International 
data transfer

Right to 
explanation?

Automated 
decision 
making

Data controller  
& 
Data processor 

Privacy 
Impact 

Assessmen
t

Privacy by 
design

GDPR Article 22(1)

The data subject shall have the right not to be 
subject to a decision based solely on automated 
processing, including profiling, which produces   
legal effects concerning him or her or similarly    
significantly affects him or her.

1 
The Debate: Whether There Is a “ Right t
o Explanation” in the GDPR (Art.22)? 



GDPR Article 22(3)

In the cases referred to in points (a) and (c) of 
paragraph 2, the data controller shall implement 
suitable measures to safeguard the data subject's 
rights and freedoms and legitimate interests, at 
least the right to obtain human intervention on 
the part of the controller, to express his or her 
point of view and to contest the decision.

2 The Debate: Whether There Is a “ Right to 
Explanation” in the GDPR (Art.22)

(2) In addition to the information referred to in paragraph 1, the 
controller shall, at the time when personal data are obtained,     
provide the data subject with the following further information
necessary to ensure fair and transparent processing:

(f) the existence of automated decision-making, including profiling, 
referred to in Article 22(1) and (4) and, at least in those cases, 
meaningful information about the logic involved, as well as the  
significance and the envisaged consequences of such processin
g for the data subject.

Article 13 Information to be provided where personal data 
are collected from the data subject

1 The Debate: Whether There Is a “ Right to 
Explanation” in the GDPR (Art.13-Art.15)



EU DIGITAL COVID CERTIFICATE
� To make sure that the digital certificate only includes a minimum set of information 
necessary to confirm and verify the holder's vaccination, testing or recovery status. 

� The aim of the certificate is to facilitate free movement. It is not be a pre-condition 
to travel.  

� Each issuing body (e.g. a hospital, a test center, a health authority) has its own 
digital signature key. All of these need to be stored in a secure database. 

� All certificate signatures can be verified. But the personal data of the certificate 
holder does not pass through the gateway, as this is not necessary to verify the 
digital signature. No personal data is exchanged. 
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