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BIG DATA FOR HEALTH SURVEILLANCE

5 % ° ® Non-personal Data

® Personal Data 22

~— @ Public Private Partnerships
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DE-IDENTIFICATION

o LAl - |MILHER - RES vs. BER(L (Q: EEERIMHOIBEM?)
® Big data challenges..
® USA: HIPAA (Health Insurance Portability and Accountability Act )
- removal of 18 identifiers: deemed to be not personal data
® EU GDPR: Pseudonymised (R4 1E) data: still personal data
- NOT a valid legal basis for processing data

® The limitation of de-identification

EU GDPR: Pseudonymization and anonymization
FB{ERERIE

They are just safeguards (Z = #:&151f) and conditions for processing,
not a legal base (IFAEEER 28 /A7 EIFH)
Pseudonymization (IR&1E - =i Al):
personal data can no longer be attributed to a specific data subject

without the use of additional information (e.g. a key or encryption code)
(NZ2EFEEN - xR - RIIoES) e

EeE L]

Anonymization (E&1E - EEL):
403 7AA

the data subject no longer identifiable (FE1L 8 5!)
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EU stands hy |ts data prwacy rules in respunse to COVID-19

By Gerardo Fortuna | EURA D4 28 S (updated: 202054
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Europe cannot win the fight against the coronavirus without digital technologies, the
European Commission said in a video call with EU-27 health ministers on Monday (27 April).
But this must not come at the expense of EU data protection rules, which must remain a

“global gold standard™.

Health Commissioner Stella Kyriakides invited ministers, representatives from EU health agencies

cuss the patential of e-healtl

and her colleagues Thierry Breton and Didier Reynders to
the s

limiting

ad of the virus, including contact tracing apps. remote consultations and telemedicine.

During the debate behind closed doors

as crucial in helping te
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(i) Beginning mid-May, a more convenient testing option is coming. Take your certification exam from your own private location with
online proctoring. Learn more here, X DIsMIss

(© Apr28,2020 Save This |

ing around the world, public health

EU GDPR DATA PROTECTION PRINCIPLES

® Data Minimisation (B & &/NME/RA!)
® Purpose Limitation (B8R E/RAl)
- Secondary use of data (Bl _XF]FH)
- Compatibility test (32 M H) )
® Transparency (ZERRMHERAl)
- Data controller & data processor (ERIEIEE HER FIEE)
- Notification (B FE%)
- Explanation (B21EZE %)
® Accountability (FR=14RA)



RIS ]
PLanfelEF CONTACT TRACING APPSR HE S

EhR g - KE - AE g;?;”ége/Google model ) :

o HEXFZRABEEFTNEERZRER o tBXEATEEHEEEREN (BER
8 —database H Il database =& F3 18 8 K B) REREREZEZITEFE FMAR
T %8 B IR Rt R P 12271 - P REE I database °

o LRI Z BRI EPRIRB B IRE Z 5 - o [ERHZR — KREMBERIE

THEA BT ¥ B8 o] DU IR 2 B s DUREH & ( Apple and Google ) Bz #HEFE

BIEE - ABEAZEE 2 EEMmIFER mEEE - AMIFFMB BN E S #F I —

_KREMNEBZE - B3 - JABBAMIE R AppleTERlT A
RHEZBEBGHEBRERE SRS 2
appBEfEiPhone LEFEIE -

¢ @ helsenorge.no/en/smittestopp/#smittestopp-protects-your-privacy

The Smittestopp app

Smittestopp is an app from the Norwegian Institute of Public
Health ("Folkehelsesinstituttet (FHI)" in Norwegian). The app is
intended to help prevent coronavirus from spreading among the
population and is completely voluntary and safe to use. You must
be 16 or older to use the app.

% Chat



SMITTESTOPP APP
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o Eil#EHE E2The Norwegian Institute of Public Health

® Smittestopp #LFHGPS location services K EEZFHfTULEER
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What are the differences between the new and
old Smittestopp apps?

Apart from the identical name, the two apps have almost nothing in common. The
new Smittestopp app is a brand new technological solution which differs from the
old one in the following ways:

* The new app stores everything on your phone and does not upload
infermation to a central location as the old one did.

* The new app uses Bluetooth and not GPS or any other satellite positioning
systems. This way, it does not store data on where you have been.

* The new app uses far less battery power than the old one.
* The new app is only used for infection tracking, and not analysis or research.

* The new app does not collect data which can be used to identify you, so
there is no data to gain access to.

* The new app does not automatically message other people. You do this
yourself when and if you want to.

This is the logo for the new app:

Pt

If you still have the old Smittestopp app installed on your
phone, you can safely delete it without affecting the new ‘
app. It is also safe to leave the old app on your phone., Itis

NON- TRANSPARENT HEALTH CODE IN CHINA
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What’s new in the EU GDPR?

Right to be

forgotten

Right to
data

portability

Right to
explanation?

Privacy
Impact

Assessmen
1

International
data transfer

Automated
decision
making

Data controlter

&

Data processor

Privacy by

design

GDPR Article 22(1)

The Debate: Whether There Is a “ Right t
o Explanation” in the GDPR (Art.22)?

The data subject shall have the right not to be
subject to a decision based solely on automated

processing, including profiling, which produces

legal effects concerning him or her or similarly

significantly affects him or her.




The Debate: Whether There Is a “ Right to
Explanation” in the GDPR (Art.22)

GDPR Article 22(3)

In the cases referred to in points (a) and (c) of
paragraph 2, the data controller shall implement
suitable measures to safeguard the data subject's
rights and freedoms and legitimate interests, at
least the right to obtain human intervention on
the part of the controller, to express his or her
point of view and to contest the decision.

The Debate: Whether There Is a “ Right to
Explanation” in the GDPR (Art.13-Art.15)

Article 13 Information to be provided where personal data

are collected from the data subject

(2) Inaddition to the information referred to in paragraph 1, the

(f)

controller shall, at the time when personal data are obtained,
provide the data subject with the following further information
necessary to ensure fair and transparent processing:

the existence of automated decision-making, including profiling,
referred to in Article 22(1) and (4) and, at least in those cases,
meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processin
g for the data subject.
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« (& & eceuropa.eu/info/live-work-travel-eu/coronavirus-response/safe-covid-19-vaccines-europeans/eu-digital-covid-certificate_en B @ & e H

New proposal to ensure In such a case — for instance as a reaction to new variants of concern — that Member State would
coordination on safe travel in have to notify the Commission and all other Member States and justify this decision.

the EU

What is the EU Digital COVID How does the certificate work?

Certificate?

Who can get the EU Digital

COVID certificate? ﬁ The EU Digital COVID Certificate contains a QR code with a digital signature to protect it against
falsification.

How can citizens get the

certificate?

How does it help free @ When the certificate is checked, the QR code is scanned and the signature verified.

movement?

How does the certificate work?
Each issuing body (e.g. a hospital, a test centre, a health authority) has its own digital signature key.

Are citizens who are not yet All of these are stored in a secure database in each country.

vaccinated able to travel to
another EU country?
The European Commission has built a gateway through which all certificate signatures can be
Does it matter which vaccine Gy verified across the EU. The personal data of the certificate holder does not pass through the
citizens received? '.f.' gateway, as this is not necessary to verify the digital signature. The European Commission also
helped Member States to develop national software and apps to issue, store and verify certificates

and supported them in the necessary tests to on-board the gateway.
Recognition of COVID

certificates from third (non-EU)
countries

EU DIGITAL COVID CERTIFICATE

® To make sure that the digital certificate only includes a minimum set of information
necessary to confirm and verify the holder's vaccination, testing or recovery status.

® The aim of the certificate is to facilitate free movement. It is not be a pre-condition
to travel.

® Each issuing body (e.g. a hospital, a test center, a health authority) has its own
digital signature key. All of these need to be stored in a secure database.

® All certificate signatures can be verified. But the personal data of the certificate
holder does not pass through the gateway, as this is not necessary to verify the
digital signature. No personal data is exchanged.
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